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a b s t r a c t

A central component of the design of wireless sensor networks is reliable and efficient
transmission of data from source to destination. However, this remains a challenging
problem because of the dynamic nature of wireless links, such as interference, diffusion,
and path fading. When the link quality gets worse, packets will get lost even with
retransmissions and acknowledgments when internal queues become full. For example,
in a well-known study to monitor volcano behavior (Werner-Allen et al., 2006), the
measured data yield of nodes ranges from 20% to 80%. To address this challenge brought
by unreliable links, in this paper, we propose the idea of LIPS, or Link Prediction as a Service.
Specifically, we argue that it is beneficial for applications to be aware of link layer
variations, so that they can take into account the future link quality estimates based on past
measurements. In particular, we present a novel state space based approach for the link
quality prediction, and demonstrate that it is possible to integrate this model into operating
system interfaces, so that higher layer data aggregation protocols can directly exploit these
interfaces to improve their performance. Our intensive evaluation indicates the state space
based approach is accurate, stable and lightweight comparing to other strategies such as
the autoregressive model (Liu and Cerpa, 2010). We carry out experiments based on the
commonly used sensor node hardware including both link layer and operating system
measurements.

� 2014 Elsevier B.V. All rights reserved.

1. Introduction

One key component of the emerging networked
embedded systems, such as wireless sensor networks, is
efficient and reliable data collection and aggregation. This
task is complicated by various factors, and one of the most
notable factors is the extremely unreliable nature of
wireless links through which data is collected, which
causes several problems such as congestion and packet
loss. Inappropriate selection and use of wireless links will

cause tremendous energy cost, shortened system lifetime,
and degraded performance.

So far, the basic structure for the collection is usually
considered as a multi-hop tree topology [3]: Each node is
connected to the root through multiple hops, forming a
tree structure. Routing protocols establish the routing tree
based on the wireless link quality to reduce the end-to-end
path cost of sending a packet to the root.

However, even though enormous efforts have been
invested to choosing the best links to deliver packets, re-
ports from the field are far from satisfactory. In a well
known study to monitor volcano activities, the data yield
was estimated to be only between 20% and 80% [1]. Other
experiments yielded similar results [4].

We observe that data losses are inevitable as long as the
size of internal buffers of intermediate nodes is limited in
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the presence of a poor link quality. This is because the sen-
der can easily fill up the buffer because there is insufficient
time to transmit all packets reliably. One of the key reasons
for this problem is the lack of link layer feedback to the
upper layer applications and protocols. To illustrate this,
consider the following scenario: In a sensor network devel-
oped to gather the real-time information of passing vehi-
cles (e.g., the VigilNet project [5]), whenever the target
appears, the traffic volume surges, causing internal packet
queues to grow quickly. At the same time, the simulta-
neous transmissions along the tree cause interference,
decreasing the link quality of pre-established trees. On
the other hand, the application tries to guarantee a reliable
packet delivery by retransmissions, only to cause cascad-
ing effects that further reduce available bandwidth, a prob-
lem that finally leads to packet losses when internal
queues become full.

While packet losses may not be a big problem for appli-
cations that are tolerant to them due to the redundancy in
sensor data, for those applications that require high fidelity
of data records, the problem will be severe. For example,
for a smart camera sensor network that transmits one sin-
gle image using multiple encoded packets, losing any pack-
et will lead to failures in reconstructing the complete
original pictures. Another problem with lost packets is
wasted energy. Consider a path of N hops where a packet
got lost in the Nth hop. The energy spent on the transmis-
sion and retransmission of these N � 1 hops will be wasted.
Therefore, losing packets that have traveled for long dis-
tances is especially cost-wasting. Because of these reasons,
lost packets pose severe challenges for the energy effi-
ciency of wireless sensor networks.

In this paper, we propose a novel idea: We use a state
space (SS) model to predict the link quality, and provide
these estimates as an OS level service to application devel-
opers. This idea is based on the premise that to achieve the
best performance, the application layer behavior should be
aware of the networking layer conditions, so that it can
adjust its behavior accordingly. The resulting integrated
framework is what we call LIPS, or Link Predictions as a
Service, which represents an integrated solution that has
three novel contributions.

First, LIPS presents a SS based link prediction to select
the best paths. Currently, most approaches for estimating
the link quality are based on metrics such as packet recep-
tion rate (PRR), link quality indicator (LQI), signal-to-noise
ratio (SNR), and received signal strength indicator (RSSI).
However, existing approaches have been shown to be lim-
ited in their ability to predict the future. This is because the
current employed models cannot capture the stochastic
behavior of the dynamic networks. For example, [6] uses
the order-1 autoregressive (AR) model to calculate the sig-
nal-to-noise ratio (SNR), and estimates its parameters in
the model through SNR measurements. However, this
model is too simple as it is a scalar model, and assumes
the disturbances are Gaussian with known variances
which is not true in most practical cases. In this paper,
we tackle this problem by trying to predict the expected
link quality using the SS model, which includes a state
equation and a measurement equation. The AR model in
the literature can be viewed as a special case of this model.

We further integrate such predictions as the foundation for
upper-layer protocol optimizations. What is more, to bet-
ter illustrate the superiority of the SS model, we also plot
the performance of the prediction of two moving average
models: Exponentially weighted moving average (EWMA)
and Autoregressive integrated moving average (ARIMA)
for comparison with the SS model in the simulation. The
simulation is run through MATLAB using real data traces
collected with motes. After that, we also perform two
experiments: In field test and real data emulation. The for-
mer one performs the data collection and prediction with
LiteOS operating system on MicaZ motes online, and the
latter one uses the motes to collect data and performs both
algorithms on PC in realtime.

Second, in response to link quality changes, LIPS inte-
grates the prediction information into the operating system
layer, by providing a dedicated congestion API for upper
layer data aggregation applications. Specifically, internally,
LIPS develops a queue management module that is the
basis for the exported interface. This queue management
module is based on the following observation: If the link
quality becomes worse, or if the data transfer need
increases more than the link quality can handle, the queues
of intermediate nodes will increase due to the increased
number of retransmissions. Therefore, if we denote the
length of the queue as L, then dL is an indicator that can
be exploited to measure the current congestion level of the
network. Observe that this indicator does not only take
the current link quality into account implicitly, but it is also
affected by the data transfer requirements: If an application
needs to transfer a large amount of data, even if the link
quality is excellent, the queue length may still keep increas-
ing. The key idea of LIPS, therefore, is to provide this indica-
tor as a key metric for applications, so that they can have
better awareness of current network congestion conditions
based on the link quality as well as current requirements
from (possibly) concurrent applications and services.

To the best of our knowledge, this is the first integrated
framework that aims to improve application layer data
collection services through a co-design of the link layer pre-
diction, queue management, and API support. Furthermore,
our use of SS models to predict link quality is the first as we
know. Real data experiments also demonstrate that our
prediction model shows a superior performance than the
AR model proposed in the literature. Finally, the overall
design is effective for applications to achieve better perfor-
mance based on our preliminary experimental results.

The rest of this paper is organized as follows. Section 2
reviews the state of the art. Sections 3 and 4 present the SS
model and its parameter estimation as well as the AR mod-
el. Section 5 presents the queue management and its asso-
ciated API. Section 6 presents the implementation details
and evaluation results. Section 7 summarizes this paper.

2. Related work

In this section, we first describe another example of the
application of the SS model. This example relates to
wireless communication channels. The work [7] used SS
to model the multipath fading channels published in [8].
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In this paper, the authors showed that the time varying
impulse responses, which captured variations in propagation
environment in wireless communication networks, could be
approximated in a mean square sense as close as desired by
impulse responses that could be realized by the SS model.
In [9], novel stochastic SS models driven by Brownian motion
(BM) were proposed to represent wireless communication
channels. Moreover, [10] analyzed the spaical temporal data
to help data collection in sensor networks more energy effi-
ciently. These models were time-varying and captured the
spatiotemporal variations of the propagation environment.
And [11] provided the link quality analysis in wireless mesh
networks. These works drive us the idea of modeling the link
quality with the SS model.

Other Works on link quality prediction can be found in
[2,6,12,13]. In [6,12], the AR model was applied to model
the behavior of the quality metrics, e.g., SNR in [6], and
PRR in [12]. [2] employed three different methods–Bayes
classifier, logistic regression and artificial neural networks
for modeling metrics. The modeling step implemented the
model obtained from offline training and selection. From a
experimental point of view, they showed that the logistic
regression performed the best among three methods. More-
over, [14] proposed a link quality estimator which used
packet loss rate (PLR), round trip time (RTT), available band-
width (ABW), and feedback information to track the channel
error probability and the collision probability of the receiver
using unscented Kalman filter. However, they assumed a
known model to avoid the parameter estimation procedure.
Similar work can also be found in [13]. In addition, [15] con-
sidered the relationship model between chip correlation
indicator (CCI) and PRR under the case of perceive packet
loss. They used Kalman filter to extract CCI from noise back-
ground through a known discrete-time SS model.

Our paper differs from previous works in the following
points:

� The SS model contains the AR model as a special case. It
has two noise terms in both state equation and mea-
surement equation which can capture more uncertainty
terms than AR.
� The model with unknown parameters was identified

with the measured metrics by using PEM algorithm,
which helped to achieve a more accurate relationship
than a fixed SS model employed in the literature. The
known parameter model is easy to implement but not
accurate as parameters are not known as a prior.
� The proposed method in the paper is implemented

online on the real mote platform, which demonstrates
its validity.
� A congestion API for upper layer data aggregation appli-

cations is proposed to integrate the prediction into the
operating system layer.

3. SS model and parameters estimation

3.1. The SS model

In this section, we describe our SS model for predicting
RSSI, LQI and PRR readings. SS model has been widely used
in many areas. It consists of two equations. One is called

state (or system) equation and the other is called measure-
ment (or output) equation. A state equation can be written
as a stochastic difference equation (SDE):

xðkþ 1Þ ¼ AðkÞxðkÞ þ BðkÞwðkÞ ð1Þ

where xðkþ 1Þ 2 Rn�1 (Rn�1 represents the space of n� 1
vectors) is the state variable determined by the previous
state xðkÞ and the noise term wðkÞ 2 Rm�1 at each
k; AðkÞ 2 Rn�n and BðkÞ 2 Rn�m are matrices with dimension
n� n and n�m that affect the amplitudes of xðkÞ and wðkÞ
at each k.

The measurement equation can be written as:

yðkÞ ¼ CðkÞxðkÞ þ DðkÞvðkÞ ð2Þ

where yðkÞ 2 Rl�1 is the measurement generated by xðkÞ
and the noise term vðkÞ 2 Rq�1; CðkÞ 2 Rl�n and
DðkÞ 2 Rl�q are the corresponding matrice coefficients.
Note that xðkÞ characterizes the variety and the evolution
of the series fxðkÞgk. With time increasing, xðkÞ is evolving
through (1) and then affects yðkÞ through (2). This property
makes it very suitable to model random measurements as
the time variation of the measurements is transplanted to
the states. Also note that the noise terms wðkÞ and vðkÞ can
represent small perturbations or uncertainties introduced
at each time which increase the flexibility of the model.

Due to these special characteristics, the SS model is pro-
posed to track, model and predict the stochastic behaviors
of RSSI/LQI/PRR. Specifically, yðkÞ in (2) is used to denote
the value of RSSI/LQI/PRR at time k. The general idea is to
use measurements we have up to the current time, build
the SS model, then, use the model to predict the future
metrics. For a better illustration, we state the procedure
on how to predict the future measurements of RSSI/LQI/
PRR as follows:

Prediction: Given a batch of RSSI/LQI/PRR measurements
fyðkÞgN

k¼0, then the prediction of future measurements can
be divided into three steps:

� First, the measurements are characterized by the SS
model (3).
� Second, a parameter estimation algorithm (Section 3.2)

is employed to compute the parameters (e.g.
AðkÞ;BðkÞ;CðkÞ;DðkÞ, and xð0Þ) in the model.
� Last, future measurements can be predicted explicitly

by Lemma 2.

The procedure is also explained in Fig. 1.
Before we go to the details of the above prediction

procedure, we first introduce the following definition
about multi-step-ahead prediction.

Definition 1. The Np multi-step-ahead prediction of yðkÞ is
the prediction at a time instant kþ Np making use of the
measurements yðlÞ; l 6 k. It is denoted by

ŷðkþ Npjk; hÞ

where h denotes the unknown parameters of the model
and will be described in detail in Section 3.2.

The SS predictor used to model RSSI/LQI/PRR measure-
ments in this paper can be written as
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x̂ðkþ 1Þ ¼ Ax̂ðkÞ þ BeðkÞ x̂ð0Þ ¼ x0

yðkÞ ¼ Cx̂ðkÞ þ eðkÞ ð3Þ

where yðkÞ is the RSSI/LQI/PRR measurement sampled; x̂ðkÞ
is the state variable characterizing the link metrics; A;B,
and C are coefficients in the model; xð0Þ denotes the initial
state condition; eðkÞ ¼ yðkÞ � Cx̂ðkÞ is the error between
the measured value and the predicted value Cx̂ðkÞ at k.
A;B; C and the initial state condition x̂ð0Þ in (3) are
unknown and need to be estimated through the RSSI/LQI/
PRR measurements data yð1Þ; yð2Þ; . . . ; yðkÞ and then used
to predict future measurements ŷðkþ Npjk; hÞ. Because
the metric measurements are scalars, thus in (3),
yðkÞ 2 R1�1; eðkÞ 2 R1�1 and B 2 Rn�1.

In the next section, we will introduce the algorithm on
how to estimate the parameters of the model and predict
the future link quality information in detail.

3.2. Prediction Error Minimization (PEM) Algorithm

There are several parameter estimation algorithms, e.g.
expectation and maximization [16], which yields the max-
imum likelihood parameter estimate. In this section, we
introduce a parameter estimation algorithm – Prediction
Error Minimization Algorithm [17]. In the following text,
we will use x to denote x̂ in (3) for the sake of convenience.

We first need to parameterize the model (3). The aim of
parametrization is to unify the parameters of the model
into a vector variable to facilitate the parameter estimation.
Assume that the entries of parameters A;B;C, and xð0Þ
depend on a parameter vector h, then (3) can be written as:

xðkþ 1jk; hÞ ¼ AðhÞxðkjk� 1; hÞ þ BðhÞeðkÞ
yðkÞ ¼ CðhÞxðkjk� 1; hÞ þ eðkÞ ð4Þ

and xð0Þ is parameterized by xð0; hÞ.
It is obvious that the dimensions of A;B;C; xðkÞ; yðkÞ and

eðkÞ are n� n;n� 1;1� n;n� 1;1� 1 and 1� 1, respec-
tively. Then, the parameter vector h including all the
entries of matrices A;B and C as well as the initial state
conditions xð0Þ can be written as

h ¼

vecðxð0; hÞÞ
vecðAðhÞÞ
vecðCðhÞÞ
vecðBðhÞÞ

2664
3775

where vecðMÞ is the operator vectorizing matrix M by
stacking its columns. Thus, the dimension of h is q� 1,

where q ¼ nþ n� nþ 1� nþ n� 1 ¼ 3nþ n2. We also
provide an example to explain the parametrization below.

Example 1. Consider the model:

xðkþ 1Þ ¼ AxðkÞ þ BeðkÞ; xð0Þ ¼ x0

yðkÞ ¼ CxðkÞ þ eðkÞ ð5Þ

where

A ¼
0:5 1:2
1:1 0:6

� �
; B ¼

0:7
0:9

� �
; C ¼ ½1 0�; x0 ¼ ½12�T

If the model is parameterized with all entries of the
parameter matrices, then the following parametric model
is obtained:

xðkþ 1jk; hÞ ¼ hð3Þ hð4Þ
hð5Þ hð6Þ

� �
xðkjk� 1; hÞ

þ hð9Þ
hð10Þ

� �
eðkÞ; xð0; hÞ ¼ ½hð1Þ hð2Þ�T

yðkÞ ¼ ½hð7Þ hð8Þ�xðkjk� 1; hÞ þ eðkÞ ð6Þ

where the parameter vector h ¼ ½hð1Þ; . . . ; hð10Þ�T .
After parametrization, the task becomes to estimate h.
As it stands, PEM estimates the parameters by minimiz-

ing the prediction errors. In this paper, we will concentrate
on the case Np ¼ 1, where one-step-ahead prediction is
involved. Thus, given a finite number of the measurements
N, PEM estimates h by minimizing a least square cost
function with respect to h:

JNðhÞ ¼
1
N

XN�1

k¼0

kyðkÞ � ŷðkjk� 1; hÞk2
2 ð7Þ

where ŷðkjk� 1; hÞ is one-step-ahead prediction. A more
specific form of JNðhÞ is given in the following theorem.

Theorem 1. The function JNðhÞ can be written as

JNðhÞ ¼
1
N

XN�1

k¼0

kyðkÞ � /ðk; hÞ½xð0; hÞ;BðhÞ�Tk2
2

where the matrix /ðk; hÞ with dimension 1� 2n is explicitly
given as

/ðk; hÞ ¼ CðhÞðAðhÞ � BðhÞCðhÞÞk
Xk�1

s¼0

yTðsÞ � CðhÞðAðhÞ
"

� BðhÞCðhÞÞk�1�s

#

Fig. 1. The one-step-ahead prediction process of RSSI/LQI/PRR measurements. Block ‘‘Model Parameter Estimation’’ estimates the parameter h and block
‘‘One-step-predictor’’ predicts the RSSI/LQI/PRR at next time through Lemma 2. Once new measurements are provided, this process is repeated. The details
of the algorithm in block ‘Model Parameter Estimation’ is given in Table 1.
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where � is Kronecker product. That means

ŷðkjk�1;hÞ¼CðhÞðAðhÞ�BðhÞCðhÞÞkxð0;hÞ

þ
Xk�1

s¼0

CðhÞðAðhÞ�BðhÞCðhÞÞk�1�sBðhÞyðsÞ ð8Þ

Proof. Follow the proof of Theorem 8.1 on page 262–263
in [18] and set input uðkÞ equal to 0. h

In order to compute h, we employ Gauss–Newton meth-
od [18] to numerically minimize the cost function. Define
the error vector ENðhÞ ¼ ½�ð0; hÞ; �ð1; hÞ; . . . ; �ðN � 1; hÞ�T

where �ðk; hÞ ¼ yðkÞ � ŷðkjk� 1; hÞ. Note the difference
between �ðk; hÞ and eðkÞ is that the former is a function
of h. Then the cost function JNðhÞ can be written as

JNðhÞ ¼
1
N

XN�1

k¼0

kyðkÞ � ŷðkjk� 1; hÞk2
2 ¼

1
N

ET
NðhÞENðhÞ ð9Þ

Also define the derivative of ENðhÞ with the notation

WNðhÞ ¼
@ENðhÞ
@hT

Then the Jacobian and Hessian of JNðhÞ (first derivative
and second derivative of JNðhÞ) can be expressed as [18]

J0NðhÞ ¼
@JNðhÞ
@h

¼ 2
N

WT
NðhÞENðhÞ ð10Þ

J00NðhÞ ¼
@2JNðhÞ
@h@hT

¼ 2
N
@2ET

NðhÞ
@hTh

ðIp � ENðhÞÞ

þ 2
N

WT
NðhÞWNðhÞ ð11Þ

where Ip is p� p identity matrix.
The Gauss–Newton approximates the Hessian by the

matrix HNðhÞ ¼ 2
N WT

NðhÞWNðhÞ, where the first term is
neglected and thus saves computation cost. When HNðhÞ
is invertible, Gauss–Newton updates h by

hiþ1 ¼ hi � HNðhiÞ�1J0NðhiÞ ð12Þ

where the index i denotes the ith iteration. The derivation
of the update equation can be found in any optimization
book, e.g. [18]. Once the cost function JNðhiÞ reaches a
tolerable threshold, the iteration can be stopped and h ¼ hi.

Remark. The matrix HNðhÞ may be singular. One possible
way to solve this is through regularization, where a penalty
term is added to the cost function to address the singular-
ity. Instead of minimizing JNðhÞ, the problem becomes
minhJNðhÞ þ kkhk2

2 and the update Eq. (12) is rewritten as

hiþ1 ¼ hi � ðHNðhiÞ þ kIpÞ�1J0NðhiÞ ð13Þ

where k > 0 and HNðhiÞ þ kIp is for non-singularity.

Note that Gauss–Newton is one of the optimization
algorithms to minimize a function, other algorithms such
as steepest descent method, and gradient projection are also
applicable to our problem.

In our paper, for convenience, we use n ¼ 1 dimension
SS to model RSSI/LQI/PRR. Note for n > 1, the method still
holds with more complexity, but probably with more accu-
racy due to more states to characterize the measurements.
Next, we derive the explicit equations of WNðhÞ for n ¼ 1.
For the case when n > 1, the equations can be derived
similarly.

Lemma 1. If n ¼ 1, then we have

WNð0; hÞ ¼ ½CðhÞ; 0; xð0; hÞ; 0�

WNð1; hÞ ¼ CðhÞðAðhÞ � BðhÞCðhÞÞ;CðhÞxð0; hÞ; ðAðhÞ½
� 2BðhÞCðhÞÞxð0; hÞ þ BðhÞyð0Þ;�CðhÞ2xð0; hÞ
þ CðhÞyð0Þ�

And for 1 < k < N � 1;WNðk; hÞ is computed in (14),

Proof. From the definition of ENðhÞ and WNðk; hÞ, we have

WNðk; hÞ ¼
@ENðk; hÞ
@hT

¼ @ENðk; hÞ
@xð0; hÞ ;

@ENðk; hÞ
@AðhÞ ;

@ENðk; hÞ
@CðhÞ ;

@ENðk; hÞ
@BðhÞ

� �
By computing each derivative term above, WNðk; hÞ in

the lemma can be obtained after straightforward
computations. h

After obtaining WNðk; hÞ, together with ENðhÞ, we can
compute the parameter estimates h through (12). The next
lemma provides a procedure to compute the multi-
step-ahead prediction after the parameters have been
estimated.

WNðk; hÞ ¼

CðhÞðAðhÞ � BðhÞCðhÞÞk

kCðhÞðAðhÞ � BðhÞCðhÞÞk�1xð0; hÞ þ
Pk�1

s¼0ðk� s� 1ÞCðhÞðAðhÞ � BðhÞCðhÞÞk�s�2BðhÞyðsÞ;
ðAðhÞ � BðhÞCðhÞÞkxð0; hÞ � kCðhÞBðhÞðAðhÞ � BðhÞCðhÞÞk�1xð0; hÞ

þ
Pk�1

s¼0ððAðhÞ � BðhÞCðhÞÞk�s�1BðhÞyðsÞ � ðk� s� 1ÞCðhÞBðhÞðAðhÞ � BðhÞCðhÞÞk�s�2BðhÞyðsÞÞ;
�kCðhÞ2ðAðhÞ � BðhÞCðhÞÞk�1xð0; hÞ þ

Pk�1
s¼0ðCðhÞðAðhÞ � BðhÞCðhÞÞk�s�1yðsÞ

�ðk� s� 1ÞCðhÞ2ðAðhÞ � BðhÞCðhÞÞk�s�2BðhÞyðsÞÞ

266666666664

377777777775
ð14Þ
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Lemma 2. Given the model structure (4) and the quantities
xð0; hÞ;AðhÞ;BðhÞ;CðhÞ and fyðlÞgk

0, then the one-step-ahead
prediction is computed as:

xðkþ 1jk; hÞ ¼ ðAðhÞ � BðhÞCðhÞÞkþ1xð0; hÞ

þ
Xk

s¼0

ðAðhÞ � BðhÞCðhÞÞk�sBðhÞyðsÞ

ŷðkþ 1jk; hÞ ¼ CðhÞxðkþ 1jk; hÞ ð15Þ

and based on one-step-ahead prediction, the multi-step-ahead
prediction where Np > 1 can be computed as:

xðkþ Npjk; hÞ ¼ AðhÞkxðkþ 1jk; hÞ
ŷðkþ Npjk; hÞ ¼ CðhÞxðkþ Npjk; hÞ ð16Þ

Proof. Follow Lemma 8.2 on page 260 in [18] and set input
uðkÞ equal to 0. h

The details in the block ‘Model Parameter Estimation’ in
Fig. 1 including PEM algorithm discussed above is summa-
rized in Table 1.

For a better comparison, we also employ an AR model
for comparison in the experiment. Next, we will describe
that method with key formulas.

4. AR method

In the section, we briefly describe the AR method that
has been used in the literature [6,12]. The formulas of
the AR method will be simpler than that of the SS model,
but we expect a better performance with the latter.

An AR model is a kind of random process which is often
used to model and predict various types of natural phe-
nomena [19]. A typical AR process can be written as:

XðkÞ ¼
Xp

i¼1

aiXðk� iÞ þ eðkÞ ð17Þ

where XðkÞ is a time series, a1; . . . ;ap are parameters of the
model corresponding to XðkÞ, and eðkÞ represents the
uncertain term or fluctuation which is represented by

white noise at time k. p is the order of the AR model which
represents how many past measurements the current one
depends on. If we use XðkÞ to represent the link quality
metrics PRR, LQI, and RSSI, then the future metrics can be
predicted through (17). Before prediction, the parameters
in (17) need to be estimated based on the past by minimiz-
ing the following quadratic cost function:

VN ¼
1
N

XN�1

k¼0

XðkÞ �
Xp

i¼1

aiXðk� iÞ
" #2

ð18Þ

where N still denotes the number of data stored to
estimate the parameters. For convenience, let

ha ¼ ða1; . . . ;apÞT and UðkÞ ¼ ½�Xðk� 1Þ; . . . ;�Xðk� pÞ�T .
By minimizing the cost function VN with respect to ha,
the least square estimate of the parameters ĥaðkÞ can be
calculated by the following formula [17]:

ĥa ¼ 1
N

XN�1

k¼0

UðkÞUTðkÞ
" #�1

1
N

XN�1

k¼0

UðkÞXðkÞ ð19Þ

After the parameters are estimated, the one-step
prediction can be computed by:

bXðkþ 1Þ ¼
Xp

i¼1

aiXðkþ 1� iÞ ð20Þ

The procedure using AR model for link quality predic-
tion can be summarized in Table 2.

We can observe that the steps for AR method are less
than that of the SS model, but in the price of performance.

5. Congestion estimation and operating system support

Having described the state based model, in this section,
we describe the design and implementation of the conges-
tion estimation module, and how we modify the operating
system to support it. We implement our framework on the
LiteOS operating system [20], an in-house experimental
operating system for our purpose. In particular, we modify
its communication stack to integrate its dynamic memory
management module to implement queueing based on
the priority heap data structure. The current length of the
queue is monitored continuously, which is used as the
basis for estimating the congestion level.

Fig. 2 shows the communication stack we have devel-
oped for our purpose. In this figure, both the receiving
(on the left) and the sending (on the right) operations are
illustrated. When the sender needs to send packets, it puts
the destination address as well as the port number for the
destination node into the packet header. The packet is then
delivered to the MAC component and broadcasted over the
radio. When the packet is received by a neighbor, its cyclic
redundancy check (CRC) field is first checked for the integ-
rity. If this packet’s destination is exactly the same as the
current node, its port number is matched against each
process that is listening to incoming packets. The thread
that has a match in port number is considered as the
desired thread. The contents of the packet are then copied
into the internal buffer that is provided by the thread,
which is in turn waken up to handle the incoming packet.

Table 1
Model parameter estimation.

Given N past measurements fyðkÞgN�1
k¼0 and

initial parameter estimate h0;
r Initial Estimation:

Compute fŷðkjk� 1; h0ÞgN�1
k¼0 where ŷðkjk� 1; h0Þ

can be calculated by (8);
Then, compute the cost functional JNðh0Þ:
If JNðh0Þ < b, where b is a small
positive constant, output h ¼ h0;
Else, goes to s.
s Recursive Estimation:
Compute WNðhiÞ; ENðhiÞ,
then compute HNðhiÞ ¼ 2

N WT
NðhiÞWNðhiÞ;

Compute J0NðhiÞ by (11);
Update hi by (12);
Then, compute the cost functional JNðhiÞ:
If JNðhiÞ < b, output h ¼ hi;
Else, i ¼ iþ 1, then repeat s.
t When the next metric measurement yðNÞ comes in,

replace fyðkÞgN�1
k¼0 by fyðkÞgN

k¼1 and repeat r.
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Note that this communication stack is remotely similar to
the port-based socket model in Unix, but is different in that
it is customized for the resource constrained embedded
system environment.

The implementation of the congestion indicator is clo-
sely integrated with the dynamic memory management
module of the underlying operating system. Specifically,
whenever an incoming packet arrives, we allocate a mem-
ory chunk whose size is the same as the size of a packet,
and copy the contents of the packet to this chunk of mem-
ory. We assume that for each packet, it has been assigned a
priority by the application layer. For example, a packet that
contains the aggregated data should have a higher priority
compared to a packet that contains the raw data, since the
former contains more condensed information. As another
example, a packet that has an urgent deadline should be
assigned with a higher priority to ensure that it gets trans-
mitted first. Based on such priority information, those
packets with the highest priority are always transmitted
first based on the priority heap. The design of this queueing
module is shown in Fig. 3. As illustrated, the congestion
indicator will be provided to user applications in the form
of APIs. In particular, these APIs allow users to carry out a

list of tasks such as obtaining the congestion level, getting
the predicted link quality, reading the current size of the
queue, among others. Table 3 shows a list of the APIs devel-
oped for user applications.

These APIs are organized into three groups: Link predic-
tion, queue management, and data aggregation. The first
group of APIs allows the user to obtain link level measure-
ments and predictions, such as the current level of conges-
tion and PRR estimations. Note that the interval between
the current and the next prediction is adjustable, depend-
ing on users’ needs. The second group of APIs allows the
user to set the queue congestion level, where a maximum
value is equivalent to the largest possible queue size. The

Table 2
AR Method.

Given N past measurements fXðkÞgN�1
k¼�p ,

r Compute the parameters ha through (19)
s Predict the next sample based on (20)

Fig. 2. The architecture of communication stack.

Fig. 3. The design of the queueing component.
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third group of APIs allows the user to manipulate packets
in the queue, such as reading, aggregating, and releasing
them. Together, these three groups of APIs enable dynamic
adjustment of application behavior with regard to the net-
work conditions and environments.

6. Evaluation

In this section, we perform extensive experiments on
two link quality prediction models, the AR model, and
the SS model. We also demonstrate that the APIs we pro-
vide are beneficial for achieving more adaptive application
behavior in unpredictable environments and network con-
ditions. This section contains four parts: Experiment setup
(6.1), MATLAB verification (6.2), in-field test (6.3), and real
data emulation (6.4). In the first part, a detailed description
of algorithm implementation and experiment setup is
given. In the emulation, we compare the two algorithms
under identical circumstances. Thereafter, we show how
well these two algorithms work on an in-field test which
lasts about 91 h.

6.1. Experiment setup

Both of the AR and SS models are implemented in the C
programming language running on the LiteOS operating
system [20], and the runtime hardware is MicaZ [21] mote.
In Table 4, we summarize the primary hardware and its
communication parameters.

Considering that a sensor mote is computationally con-
strained, we are interested in the application size, com-
piled program memory and data size in the software
layer. The cost of the two algorithms are summarized in
Table 5.

During the experiment, we deployed the sensor motes
in an indoor environment. One of the sensor motes is the
packet sender that sends out a packet every second. The
other two motes are receivers that run AR and SS models,
respectively. The two receivers extracted the LQI and RSSI
values at the time of receiving packet. The PRR was calcu-
lated from the packet ID which was recorded in the packet

message headers. An in-field test picture is shown in Fig. 4.
Over 1500 packets were sent throughout each of the
experiments.

The tricky part of this experiment was that it was hard to
control whether the two receivers received identical
sequence of packets, though they were located very close
to each other. Therefore, we could not run the same version
of the algorithms for LQI, RSSI and PRR at the same time on
the motes when they received a packet. Therefore, we
derived an emulation process that collected realtime data
from motes but run the realtime data spontaneously on
the PC side. We believe the emulation gives us a better and
more reasonable comparison between the two algorithms.

6.2. MATLAB verification

The first step to validate our SS model is through the
MATLAB verification process. Specifically, we collected a
group of LQI, RSSI and PRR data through the mote, and
applied them into the MATLAB implementation of the
model. Fig. 5 shows that the prediction works well in the
MATLAB implementation.

Through the curve, we may see the prediction captures
the jumps of LQI, RSSI and PRR value perfectly. In other
words, the SS model can give an accurate prediction
though errors may exist. Indeed, although the prediction
error cannot be avoided, the errors generated from SS
model is within 5% which we believe it is an acceptable
and reasonable error in prediction. Based on these results,

Table 3
User Level APIs for Congestion Management.

Link prediction APIs
getCongestionLevel Get the current level of congestion in the

network
getPRRPrediction Get the link condition prediction for the next

PRR reading
getRSSIPrediction Get the link condition prediction for the next

RSSI reading
getLQIPrediction Get the link condition prediction for the next

LQI reading

Queue management APIs
getQueueLength Get the current length of the queue
getQueueMaximum Get the maximum length of the queue

Data aggregation APIs
getNextPacket Return a pointer to a packet in the queue
getFreePacket Return a pointer to a free slot for a new

packet
releasePacket Release the packet as pointed by the pointer

Table 4
Hardware summary.

Type Parameter

MCU Ateml ATmega128
Radio 2.4 GHz IEEE 802.15.4
Date Rate 250 kbps
Program Flash Memory 128 KB
Configuration EEPROM 4 KB

Table 5
Software summary.

Algorithm Code Program size Data size

AR 308 43.7% full 52.3% full
SS 331 51.7% full 54.7% full

Fig. 4. The in-field layout picture.
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we can conclude that the SS model is accurate in the link
quality prediction, and we can move onto the in-field
implementation and testing.

6.3. In-field testing

In this section, we study the in-field performance by
using the deployment in Fig. 4 and configuration in above
tables. For each of link quality metrics, we run the inde-
pendent experiments to show how well the prediction
algorithms work in Fig. 6(a)–(c) (AR) and Fig. 7(a)–(c) (SS).

In our experiments, either one of the algorithm worked
properly to predict in any type of metrics we normally
used. Specifically, LQI prediction had more fluctuation than

RSSI and PRR. If we look into the true value of LQI, we can
find the LQI value itself is more dynamic than RSSI and
PRR. Thus, the prediction (packet 100–400 in Fig. 6(a)) var-
ies a lot because the sampled value changes quickly. Once
the LQI becomes more stable (packet 500–600 in Fig. 6(a)),
the prediction gradually converges. Intuitively, we observe
that the SS model performs better than AR model in terms
of prediction stability. The prediction curves in Fig. 7(a)–(c)
can approximate the true value curve closely when the LQI,
RSSI or PRR value changes. It captures the tremendous
jump smoothly: for example, the huge decrease of LQI in
Fig. 7(a) around packet 100 and the rebound of RSSI value
in Fig. 7(b) around packet 50 are both captured well in
these figures.
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Fig. 5. MATLAB verification of the SS model.
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Fig. 7. The LQI, RSSI and PRR prediction by the SS model in the in-field test.
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Fig. 6. The LQI, RSSI and PRR prediction by the AR model in the in-field test.
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We also draw the prediction error curves between the
prediction and true values in the experiments for all met-
rics in Figs. 8(a)–(c), and 9(a)–(c). In these figures, we find
clearly that the LQI prediction for both models is less accu-
rate than the other two because of the larger fluctuations.
Also predictions with the SS model have smaller errors
than that of the AR model.

In addition to the short term pair-to-pair comparison
between two algorithms, we evaluate the SS model in the
long run. This experiment lasts about 4 days and covers
many different situations for in-door environments. For
instance, an early morning quiet room, and busy room at
noon when people were walking around and using their
laptops.

The LQI, RSSI and PRR observations are shown from
Fig. 10(a)–(c). We can clearly see the different situations
happen in LQI, RSSI and PRR, either values drop or increase.
Then, the SS model’s prediction results are shown in
Fig. 13(a). As is shown, PRR’s prediction performs the best
where 90% of the predictions have errors less than 1:7%,
and both LQI and RSSI have the errors less than 2% at the
90-percentile. Therefore, it is safe to say the SS model is
accurate in predicting the link quality in the long run.

Since the above experiments were conducted on the
Micaz mote, we also performed the experiment on the IRIS
mote at the same time. We used RSSI and PRR as the
representative results on the IRIS mote. The long term RSSI
and PRR observations are shown in Fig. 11 and the
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Fig. 10. The 91-h experiment observations.
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Fig. 9. The prediction error curves for the SS model in the in-field test.
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Fig. 8. The prediction error curves for the AR model in the in-field test.

52 X. Ma et al. / Ad Hoc Networks 19 (2014) 43–58



Author's personal copy

cumulative prediction error distribution results are shown
in Fig. 13(b). Similar to Micaz motes, the observations
show large fluctuations during the experiments. But the er-
rors of the prediction are not as small as Micaz mote be-
cause 90 percent of the predictions have errors less than
25 on RSSI values, which could result in large errors in
many cases. Besides, the PRR’s performance results are
not as good as the Micaz mote. One possible reason for
explaining this is that RSSI readings are not as stable as Mi-
caz mote (compare Figs. 10(a) and (b) and 11(a)). Because
the prediction relies on the reading history, the larger read-
ing jitters will cause more errors. Therefore, a safe conclu-
sion is that Micaz’s CC2420 radio is more reliable in
prediction than the RF230 radio on Iris mote.

The other metric we are interested in is the prediction
cost. In this experiment, we use cumulative distribution
of computation time as the measurement to quantitatively
describe how effective both algorithms are. In Fig. 12, we
show the CDF curve of the computation cost of LQI, RSSI
and PRR from both SS model and AR model. The comparison
experiment is running on PC through MATLAB using real
traces. As we can see, the SS model needs more computa-
tion time compared to the AR model, but the difference is

not significant. This is because the SS model usually
converges in 1 or 2 iterations, and the average iterations
needed in the experiment is 1.3. In addition, the theoritical
computational complexity of the SS model in each iteration
and AR model is equivalent as Oðn3Þ, including the parame-
ter estimation step and prediction step. Thus, the difference
of the computation time is not obvious. Normally, the iter-
ations of the SS model leads to longer computation time
than AR model.

Moreover, we optimize the SS model’s implementation
on the sensor mote by fixing the matrix size. We use a his-
tory of 6 previous recordings which is enough to achieve a
good prediction result. Then, we pre-compute all the
matrix operations and provide the explicit symbolic
solutions to each operation. Therefore, the implementation’s
computation complexity is reduced to Oðn2Þ and is possible
to run in the mote.

Fig. 14 illustrates the CDF curve of the SS model’s com-
putation time running on the mote in real-time prediction.
As is shown, it takes longer to predict on the mote in real-
time than running on PC, because the mote’s computation
power is significantly lower than a PC. Specifically, the
time needed for RSSI is much less than the others, around
2 ms. The LQI usually has the worst computation cost,
probably because of the huge variance during the experi-
ments that it needs more iterations to converge. Finally,
in general, the computation performance is reasonably
good since 99% of the predication is finished within
25 ms. In other words, the prediction is always in time,
regardless of LQI, RSSI or PRR, as long as the packet sending
frequency is less than 40 Hz (the packet sending frequecy
is 1 Hz in the experiment). Since we simplify the parameter
estimation procedure of the SS, it is not fair to compare it
with the AR model in this situation.

6.4. Real data emulation

The real data emulation process is explained as follows:
we first deployed a pair of nodes, one was the sender and
the other was the receiver. Then, we collected the LQI, RSSI
and PRR readings from each of the received packets.
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Fig. 11. The 91-h experiment observations on the Iris mote.

Fig. 12. The computation cost comparison between SS model and AR
model.
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Thereafter, we input the collected real data into the two
algorithms which were running on the PC side. In this
way, we can make sure the inputs to two algorithms are
identical.

As is shown in Fig. 15, we draw the output from the two
algorithms for LQI, RSSI and PRR predictions. Obviously, we

can reach the same conclusion as the in-field testing that
the SS model is more accurate than the AR model. On the
other hand, the LQI prediction is less accurate compared
to the RSSI and PRR because of the LQI reading’s variance.

In addition, we draw the difference curves as well for
the three metrics (shown in Fig. 16). From the difference
plot, we can see clearly that the SS model performs better
than the AR model in all three of the metrics in terms of the
prediction error. The prediction is impressive for the SS
model since it always has smaller fluctuation than the AR
model under any circumstance.

Another interesting issue is how the state-space model
prediction performs at different distances. In order to
investigate this aspect, we placed motes in a hallway at
the distance of 1 m, 2 m, 5 m, 10 m and 20 m, respectively.
Then, we collected real-time LQI and RSSI data for each
case, and we calculated the average prediction errors. As
shown in Fig. 17, little correlations are displayed between
the prediction errors and distances. However, the correla-
tion between the prediction error and LQI or RSSI’s vari-
ance is much stronger. As we can see, larger variance
introduces bigger prediction error for either RSSI and LQI,
but the worst prediction error is around 3.5% of the abso-
lute value, which indicates a stable and reliable prediction
by using the state-space model.

6.5. Performance comparison with EWMA and ARIMA models

In this section, we compare the performance of the SS
model and two other models–EWMA and ARIMA in MAT-
LAB simulation. The concepts and algorithms can be
retrieved from [22], and omitted here. We compare the
prediction errors of RSSI and LQI of each model in Figs. 18
and 19 through MATLAB simulation. From the figures, we
can observe that the RSSI’s prediction error of the SS is
obviously better than that of ARIMA, while it is close to
that of EWMA, but has a smaller worst RSSI prediction
error. In addition, state space model’s LQI prediction per-
formance is much better than both EWMA and ARIMA.
Therefore, it is safe and reasonable to claim the effective-
ness of the state-space model in predicting the link quality.

6.6. Evaluation on congestion control APIs

In this section, we evaluate the effectiveness of the con-
gestion control APIs. In particular, we focus on two aspects:
the overhead of providing such APIs to user applications,
and the accuracy of the congestion APIs to reflect current
link conditions.

To perform this evaluation, we implemented a geo-
graphic forwarding protocol with and without using the
congestion control API. Specifically, Table 6 illustrates the
comparison of the program flash usage and memory usage
of the underlying OS, the geographic protocol, and the geo-
graphic protocol with the API included. Observe that over-
all, while the increase of the program flash size (from
40,986 bytes to 41,338 bytes) is sufficiently small, the
increase of RAM is larger in terms of the resource usage,
from 2006 bytes with only GF enabled to 2536 bytes with
the GF module invoking the congestion estimation API.
Note that the majority of this RAM usage is attributed to
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Fig. 13. The 91-h experiement prediction errors on different motes.

Fig. 14. The computation cost of the SS model.
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Fig. 15. LQI, RSSI and PRR prediction by AR model and SS model under read data emulation scenario.

200 400 600 800 1000
−100

−50

0

50

100

packets

LQ
I d

iff
er

en
ce

 v
al

ue

AR model
State−space model

(a) LQI Difference

200 400 600 800 1000
−20

−10

0

10

20

packets

R
SS

I d
iff

er
en

ce
 v

al
ue

AR model
State−space model

(b) RSSI Difference

200 400 600 800 1000
−0.2

−0.1

0

0.1

0.2

packets

PR
R

 d
iff

er
en

ce
 v

al
ue

AR model
State−space model

(c) PRR Difference

Fig. 16. Comparison of difference of LQI, RSSI and PRR prediction between AR model and SS model.
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Fig. 18. RSSI prediction comparison among SS, EWMA and ARIMA
models.
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the internal data memory for keeping records of the dy-
namic memory allocation. Given that the total RAM is cur-
rently 4 K bytes, we consider this increase is still moderate
for the nodes to handle.

Our next experiment demonstrates the responsiveness
of the API to the link quality and traffic loads. To do this,
we evaluated the use of the congestion level API for reduc-
ing buffer overflows. Since the link quality only changed in
longer term, it was hard to directly observe rapid changes
in short periods. Therefore, we emulated rapid link quality
changes by mandating packet loss rate. Specifically, we
adopted the radio characteristics of the 802.15.4 hardware
such as that of the MicaZ. We assumed that the maximum
MAC layer throughput was 50 packets per second. Further-
more, we assumed that the upper layer tried to retransmit
all packet losses when they occurred. The link quality
(PRR) oscillated between 80% and 20% periodically, at a
change rate of 5% per second.

We compared two data generation applications, both
running the geographic routing protocol. The first applica-
tion generated data packets at a constant rate of 20 packets
per second, and did not use the congestion indicator to
reduce rate when congestion occurred. The second applica-
tion initially set its data generation rate at 20 packets per
second as well. However, it adaptively took the congestion
level into account. When it observed queue size increases,
it reduced the packet generation rate in the same amount
to offset the potential effects. For example, if it observed
the queue length increased by 3 packets in the previous
second, it would decrease its current data generation rate
by 3 packets for the next second. This way, the queue buf-
fer could not be exhausted.

The comparison results are shown in Figs. 20 and 21.
Note that as expected, the fixed rate data transfer accumu-
lates as much as 90 packets in its queue in the worst case.
In reality, this would have caused queue overflows already,
while in this emulation, we did not model packet losses to
demonstrate the scenario fully. In contrast, the adaptive
data transfer will not accumulate too many packets:
indeed, Fig. 21 shows that the maximum number of pack-
ets in the queue is only 15 packets, which is sufficiently
small for the nodes to handle. Overall we conclude that
applications can significantly improve their performance
by adopting the congestion indicator API.

We next consider the case where the aggregation rate is
changing over time. Specifically, we perform the above
experiment with the aggregation rate starting with a low
rate as 10 packets per second. Next, this aggregation rate
will increase by 2 more packets per second. This situation
could happen when more events are detected over time,
generating more aggregation traffic in response. The same
adaptive algorithm is applied, i.e., the nodes try to regulate
the aggregation traffic when the buffer is becoming over-
loaded. We compare two strategies: the first strategy does
not take into account the number of packets stored in the
buffer, that is, no matter how many packets there are in
the buffer, it makes decisions based on only the relative
changes of the buffer’s current load. The second strategy,
in contrast, will take into account the buffer’s real-time load
conditions by enforcing that the aggregation rate will only
strictly decrease as long as the buffer’s load is over a certain
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Fig. 19. LQI prediction comparison among SS, EWMA and ARIMA models.

Fig. 20. Non-adaptive constant-rate data transfer.

Table 6
API Overhead.

Usage Flash Per. (%) RAM Per. (%)

OS Only 39,718 30.3 1542 37.6
GF App Only 40,986 31.3 2006 48.9
GF with API 41,338 31.5 2536 61.9

Fig. 21. Adaptive data transfer with congestion indication API.
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threshold (which is set as 20 packets per second in our sim-
ulations). The results are shown in Figs. 22 and 23, respec-
tively. Note that the second strategy performs remarkably
better than the first strategy in that it decreases the overall
aggregation rate more aggressively such that the overall
buffer load never exceeds an upper bound over the long-
term despite of the variations of link quality.

7. Conclusion

In this paper, we have presented the design and evalu-
ation of an integrated system architecture for providing
link layer quality estimation as a service to upper layer
applications. The contributions of this work is threefold.
First, we present a novel, SS driven prediction method for
link quality. Our evaluation results in MATLAB, in-field
testing and real data emulation show that this method
can predict future link quality with high accuracy. Second,
we present a congestion management model that provides
APIs for upper layer applications to adapt their behavior to
the dynamic link quality and external environments. Our
evaluation results on the MicaZ platform shows that this
is feasible even in extremely resource constrained environ-
ments. Finally, we present an application case study where
we modified the well-known geographic fowarding exam-
ple with consideration for changes in link conditions, and

show that the adpativeness of the application with the
help of our proposed APIs. The experiences we learnt and
presented can be beneficial for future designs of similar
sensor network applications.
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