
LIPS: Link Prediction as a Service for Adaptive
Data Aggregation in Wireless Sensor Networks

Xiao Ma, Seddik Djouadi, and Qing Cao
Department of Electrical Engineering and Computer Science

University of Tennessee, Knoxville, TN 37996
Email: {xma4, djouadi, cao}@utk.edu

Abstract—A central component of the design of wireless
sensor networks is reliable and efficient transmission of data
from source to destination. However, this remains a challenging
problem because of the dynamic nature of wireless links, such
as interference, diffusion, and path fading. When the link
quality worsens, packets will get lost even with retransmissions
and acknowledgments when internal queues become full. For
example, in a well-known study to monitor volcano behavior [18],
the measured data yield of nodes ranges from 20% to 80%. To
address this challenge brought by unreliable links, in this paper,
we propose the idea of LIPS, or Link Prediction as a Service.
Specifically, we argue that it is beneficial for the applications to
be designed as adaptive from the start, by taking into account
the future link quality estimates based on past measurements.
In particular, we present a novel state-space based approach for
link quality prediction, and demonstrate that it is possible to
integrate this model into higher layer data aggregation protocols
to improve their performance.

I. INTRODUCTION

One key component of the emerging networked embedded
systems, such as wireless sensor networks, is efficient and
reliable data collection and aggregation. This task is compli-
cated by various factors, and one most notable factor is the
extremely unreliable nature of wireless links through which
data are collected, which causes several problems such as
congestion and packet loss. Inappropriate selection and use of
wireless links will cause tremendous energy cost, shortened
system lifetime, and degraded performance.

So far, the basic structure for collection is usually consid-
ered as a multi-hop tree topology [7]: each node is connected
to the root through multiple hops, forming a tree structure.
Routing protocols establish the routing tree based on the
wireless link quality to reduce the end-to-end path cost,
therefore, decreasing the cost of sending a packet to the root.

However, even though enormous efforts have been invested
to choosing the best links to deliver packets, reports from
field are far from satisfactory. In a well known study to
monitor volcano activities, the data yield is estimated to be
only between 20% and 80% [18]. Other experiments yield
similar results [10].

We observe that data losses are inevitable as long as the
size of internal buffers of intermediate nodes are limited in the
presence of poor link quality. This is because the sender could
easily overwhelm the buffer given that there is not sufficient
time to transmit all packets reliably. One of the key reasons for
this problem is the lack of feedback of link layer information

to the upper layer applications and protocols. To illustrate
this, consider the following scenario: in a sensor network
developed to gather real-time information of passing vehicles
(e.g., the VigilNet project [8]), whenever the target appears, the
traffic volume surges, causing internal packet queues to grow
dramatically. At the same time, the simultaneous transmissions
along the tree cause interference, decreasing the link quality
of pre-established trees. On the other hand, the application
tries to guarantee reliable packet delivery by retransmissions,
only to cause cascading effects that further reduce available
bandwidth, a problem that finally leads to packet losses when
internal queues become full.

While packet losses may not be a big problem for appli-
cations that are tolerant to them due to the redundancy in
sensor data, for those applications that require high fidelity of
data records, the problem will be severe. For example, for a
smart camera sensor network that transmits one single image
using multiple encoded packets, losing any packet will lead
to failures in reconstructing the complete original pictures.
Another problem with lost packets is wasted energy. Consider
a path of N hops where a packet got lost in the N th hop. The
energy spent on transmission and retransmission of the these
N−1 hops will be wasted. Therefore, losing packets that have
traveled for long distances is especially cost-wasting. Because
of these reasons, lost packets pose severe challenges for the
cost effectiveness of wireless sensor networks.

In this paper, we propose a novel idea: providing link
quality predictions as a system level service to application
developers. This idea is based on the premise that to achieve
the best performance, the application layer behavior should
be aware of the networking layer conditions, e.g., in the
collection protocol, and adjusts its behavior accordingly, to
achieve balanced performance with link quality. The resulting
integrated framework is what we call LIPS, or Link Predictions
as a Service, that represents an integrated solution that has
three novel contributions.

First, LIPS presents a state-space based link prediction
to select the best paths. Currently, most approaches for es-
timating link quality are based on metrics such as packet
reception rate (PRR), link quality indicator (LQI), and re-
ceived signal strength indicator (RSSI) [1], [5]. However,
existing approaches only consider historical measurements.
These indicators do not predict the future by themselves. We
argue that, however, it is the future link quality metrics will
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be more important, rather than historical link measurements.
This is because using historical data implicitly makes the
assumption that the future measurements will stay the same,
an assumption that is frequently invalidated by the notorious
frequent variations of wireless links. Therefore, in this paper,
we tackle this problem by trying to predict the expected link
quality based on historical data, and integrate such predictions
as the foundation for upper-layer behavior changes.

Second, to complement with the effects of link quality
changes, LIPS presents a queue management architecture
based on modifying the OS kernel to support elastic appli-
cations. Specifically, we observe the following trade-off: if
the link quality becomes worse, the queues of intermediate
nodes will increase due to increased number of retransmis-
sions. Therefore, we argue that the length of the queues, and
especially their changing trends, reflects the link quality and
provides additional information to applications. To this end, we
provide a suite of APIs for the user applications to manage
the queue operations.

Finally, we demonstrate one case study where the ap-
plication layer reduces their data rate and performs more
aggressive data aggregation. This case study demonstrates that
applications can indeed use our APIs to adjust itself to the link
layer realities, and validates the feasibility of our approach.

To the best of our knowledge, this is the first integrated
framework that aims to improve application layer data col-
lection services through a co-design of link layer prediction,
queue management, and API support. Its three techniques
are also novel in their own: for example, our use of state
space models to predict link quality is the first as we know.
Finally, the overall design appears to be effective based on our
preliminary experimental results. To help explain our results,
we have implemented a prototype of the system on a real
operating system, and used a pilot application called surge to
demonstrate its effectiveness.

The rest of this paper is organized as follows. Section II
presents the state space model for parameter estimation. Sec-
tion III presents the elastic queue management. Section IV
describes the programming interface available for the appli-
cation layer. Section V presents the implementation details
and evaluation results. Section VI reviews the state of the art.
Section VII summarizes this paper.

II. STATE SPACE MODEL AND PARAMETERS ESTIMATION

A. State Space Model

In this section, we describe our state space model for
predicting RSSI and PRR readings. The reason that we choose
RSSI and PRR instead of LQI is based on reported results from
the literature that RSSI is less vulnerable to sudden changes
in signal strength, and therefore, is a better estimate of packet
reception ratio (PRR) [3]. State space model has been widely
used in a lot of areas. It consists of two equations. One is called
state (or system) equation and the other is called measurement
(or output) equation. A state equation can be written as a
stochastic difference equation (SDE):

x(k + 1) = A(k)x(k) +B(k)w(k) (1)

where x(k + 1) ∈ <n×1 (<n×1 denotes a real vector in
dimension n × 1) is the state variable of the time series
{x(k)}k determined by the previous state and the noise term
w(k) ∈ <m×1 introduced at each k; A(k) ∈ <n×n and
B(k) ∈ <n×m are coefficients that affect the amplitudes of
the state and the noise at each k.

A measurement equation can be written as:

y(k) = C(k)x(k) +D(k)v(k) (2)

where y(k) ∈ <l×1 is the measurement generated by x(k) and
the noise term v(k) ∈ <m×1; C(k) ∈ <l×n and D(k) ∈ <l×m
are the corresponding coefficients. Note that y(k) depends
on x(k) which characterizes the variety and the evolution of
the series {x(k)}k. With time increasing, x(k) is involving
through (1) and then affects y(k) through (2). This property
makes it very suitable to model the random measurements as
the time variety of the measurements is transplanted to the
states. Also note that the noise terms w(k) and v(k) represent
small perturbations or uncertainties introduced at each time.

Due to theses special characteristics, we propose to use
the state space model approach to track and model the
stochastic behaviors of RSSI/PRR. Assume their measure-
ments are governed by the following model:

x(k + 1) = Ax(k)

y(k) = Cx(k) (3)

where y(k) denotes the measurements sampled at each time
k; x(k) is the state variable characterizing the link property;
A and C are coefficients in the model; x(0) denotes the initial
state condition. The main task is to predict the future behavior
of RSSI/PRR through this model (3). For better illustration, we
state the procedure on how to predict the future measurements
as follows as well as in Fig. 1:
Prediction: Given a batch of RSSI/PRR measurements
{y(k)}Kk=0, and assume they are governed by the model (3).
Then the prediction of the future measurements can be divided
into three steps:
• First, the predictor model based on (3) is calculated in

(4);
• Second, a parameter estimation algorithm (section II-B)

is employed to compute the parameters in the predictor
model;

• Last, future measurements can be predicted by the explicit
equations provided in lemma 2.

Before we go to the details of the prediction procedure, we
first introduce the following definition about multi-step-ahead
prediction.

Definition 1: For the model (3), the Np multi-step-ahead
prediction of y(k) is a prediction at a time instant k + Np
making use of the measurements y(l), l ≤ k. It is denoted by

ŷ(k +Np|k, θ)
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Fig. 1: The prediction process of RSSI/PRR measurements. Block “Model Parameter Estimation” estimates the parameter θ and block
“One-step-predictor” predicts the RSSI/PRR at next time through lemma 2. Once new measurements are provided, this process is repeated.
The details of the algorithm in block ’Model Parameter Estimation’ is given in table I.

The predictor corresponding to the model (3) then can be
written as

x̂(k + 1) = Ax̂(k) +Be(k)

y(k) = Cx̂(k) + e(k) (4)

where e(k) = y(k)−Cx̂(k) is the error between the measured
output and Cx̂(k), which is the predicted output at k; B is
the estimation gain at time instant k. A, B, C and initial
state condition x(0) in (4) are unknown and need to
be estimated through the RSSI/PRR measurements data
y(1), y(2), ..., y(k) and then used to predict future mea-
surements ŷ(k+Np|k, θ). Because RSSI/PRR measurements
are scalars, then in (4), y(k) ∈ <1×1, e(k) ∈ <1×1 and
B ∈ <n×1.

In the next section, we are going to introduce the algorithm
on how to estimate the parameters of the model and predict
the future link quality information.

B. Prediction Error Minimization (PEM) Algorithm

There are plenty of parameter estimation algorithms, e.g.
expectation and maximization [6], which yields the maximum
likelihood parameter estimate. In this section, we introduce a
parameter estimation algorithm – Prediction Error Minimiza-
tion Algorithm [9]. In the following text, we will use x to
denote x̂ in (4) for the sake of convenience.

We first need to parameterize the model (4). The aim of
parametrization is to unify the parameters of the model into
a vector which can facilitate parameters estimation. Assume
that the entries of the parameters matrices of A, B, and C
depend on a parameter vector θ, then (4) can be written as:

x(k + 1|k, θ) = A(θ)x(k|k − 1, θ) +B(θ)e(k)

y(k) = C(θ)x(k|k − 1, θ) + e(k) (5)

and x(0) is parameterized by x(0, θ).
It is obvious that the dimensions of A, B, C, x(k), y(k)

and e(k) are n × n, n × 1, 1 × n, n × 1, 1 × 1 and 1 × 1,
respectively. Then, the parameter vector θ including all the
entries of matrices A, B and C as well as the initial state

conditions x(0) can be written as

θ =


x(0, θ)
A(θ)
C(θ)
B(θ)


Thus, the dimension of θ is q× 1, where q = n+n×n+ 1×
n+n×1 = 3n+n2. Next, we provide an example to explain
the parametrization.

Example 1: Consider a model:

x(k + 1) = Ax(k) +Be(k), x(0) = x0

y(k) = Cx(k) + e(k) (6)

where

A =

[
0.5 1.2
1.1 0.6

]
, B =

[
0.7
0.9

]
, C = [1 0], x0 = [12]T

If the model is parameterized with all entries of the parame-
ter matrices, then the following parametric model is obtained:

x̃(k + 1) =

[
θ(3) θ(4)
θ(5) θ(6)

]
x̃(k) +

[
θ(9)
θ(10)

]
e(k),

x(0) = [θ(1)θ(2)]T

y(k) = [θ(7) θ(8)]x̃(k) + e(k) (7)

where the parameter vector θ = [θ(1), ..., θ(10)]T .
After parametrization, the task becomes to estimate θ.
As it stands, PEM estimates the parameters by minimizing

the prediction errors. In this paper, we will concentrate on
the case Np = 1 where one-step-ahead prediction is involved.
Thus, given a finite number of the measurements N , PEM
estimates θ by minimizing a least square cost function:

minθJN (θ) = minθ
1

N

N−1∑
k=0

‖ y(k)− ŷ(k|k − 1, θ) ‖22 (8)

where ŷ(k|k − 1, θ) is one-step-ahead predictor. A more
specific form of JN (θ, 1) is given in the following theorem.

Theorem 1: The functional JN (θ) can be written as

JN (θ) =
1

N

N−1∑
k=0

‖ y(k)− φ(k, θ)[x(0, θ), B(θ)]T ‖22

3



where the matrix φ(k, θ) with dimension 1× 2n is explicitly
given as

φ(k, θ) = [C(θ)(A(θ)−B(θ)C(θ))k

k−1∑
τ=0

yT (τ)⊗ C(θ)(A(θ)−B(θ)C(θ))k−1−τ ]

where ⊗ is Kronecker product. That means

ŷ(k|k − 1, θ) = C(θ)(A(θ)−B(θ)C(θ))kx(0, θ)

+
k−1∑
τ=0

C(θ)(A(θ)−B(θ)C(θ))k−1−τB(θ)y(τ) (9)

Proof: Follow the proof of Theorem 8.1 on page 262 263
in [17] and set input u(k) equal to 0.

In order to compute θ, we employs Gauss-Newton method
[17] to numerically minimize the cost function. Define the
error vector EN (θ) = [ε(0, θ), ε(1, θ), ..., ε(N − 1, θ)]T where
ε(k, θ) = y(k) − ŷ(k|k − 1, θ). Note the difference between
ε(k, θ) and e(k) is that the former depends on θ. Then the
cost function JN (θ) can be denoted as

JN (θ) =
1

N

N−1∑
k=0

‖ y(k)− ŷ(k|k − 1, θ) ‖22

=
1

N
ETN (θ)EN (θ) (10)

Also define the derivative of EN (θ) with the notation

ΨN (θ) =
∂EN (θ)

∂θT

Then the Jacobian and Hessian of JN (θ) (first derivative
and second derivative of JN (θ)) can be expressed as [17]

J ′N (θ) =
∂JN (θ)

∂θ
=

2

N
ΨT
N (θ)EN (θ) (11)

J”N (θ) =
∂2JN (θ)

∂θ∂θT

=
2

N

∂2ETN (θ)

∂θT θ
(Ip ⊗ EN (θ))

+
2

N
ΨT
N (θ)ΨN (θ) (12)

where Ip is p× p identity matrix.

The Gauss-Newton approximates the Hessian by the matrix
HN (θ) = 2

NΨT
N (θ)ΨN (θ), where the first term is neglected

and thus saves a lot of computation cost. When HN (θ) is
invertible, Gauss-Newton updates θ by

θi+1 = θi −HN (θi)
−1J ′N (θi) (13)

where the index i denotes the ith iteration. The derivation of
the update equation can be found in any optimization book,
e.g. [17]. Once the cost function JN (θi) reaches a tolerable
threshold, the iteration can be stopped and θ = θi.

Remark: The matrix HN (θ) may be singular. One possible
way to solve this is through regularization, where a penalty
term is added to the cost function to address the singu-
larity. Instead of minimizing JN (θ), the problem becomes
minθJN (θ) + λ ‖ θ ‖22 and the update equation (13) is
rewritten as

θi+1 = θi − (HN (θi) + λIp)
−1J ′N (θi) (14)

where λ > 0 and HN (θi) + λIp is made non-singularity.
Note that Gauss-Newton is one of the optimization al-

gorithms to minimize a function, other algorithms such as
steepest descent method, and gradient projection are also
applicable to our problem.

In our paper, we use n = 1 dimension state space to model
PRR/RSSI. Next, we are going to derive the explicit equation
for ΨN (θ) in this case.

Lemma 1: If n = 1, then we have

ΨN (0, θ) = [C(θ), 0, x(0, θ), 0]

ΨN (1, θ) = [C(θ)(A(θ)−B(θ)C(θ)), C(θ)x(0, θ),

(A(θ)− 2B(θ)C(θ))x(0, θ) +B(θ)y(0),

−C(θ)2x(0, θ) + C(θ)y(0)]

And for 1 < k < N − 1, ΨN (k, θ) is computed in (16),
Proof: From the definition of EN (θ) and ΨN (k, θ), we

have
ΨN (k, θ) =

∂EN (k, θ)

∂θT

= [
∂EN (k, θ)

∂x(0, θ)
,
∂EN (k, θ)

∂A(θ)
,
∂EN (k, θ)

∂C(θ)
,
∂EN (k, θ)

∂B(θ)
]

Compute each derivative term above, ΨN (k, θ) in the
lemma can be obtained.

ΨN (k, θ) =



C(θ)(A(θ)−B(θ)C(θ))k

kC(θ)(A(θ)−B(θ)C(θ))k−1x(0, θ) +
∑k−1
τ=0(k − τ − 1)C(θ)(A(θ)−B(θ)C(θ))k−τ−2B(θ)y(τ),

(A(θ)−B(θ)C(θ))kx(0, θ)− kC(θ)B(θ)(A(θ)−B(θ)C(θ))k−1x(0, θ)

+
∑k−1
τ=0((A(θ)−B(θ)C(θ))k−τ−1B(θ)y(τ)− (k − τ − 1)C(θ)B(θ)(A(θ)−B(θ)C(θ))k−τ−2B(θ)y(τ)),

−kC(θ)2(A(θ)−B(θ)C(θ))k−1x(0, θ) +
∑k−1
τ=0(C(θ)(A(θ)−B(θ)C(θ))k−τ−1y(τ)

−(k − τ − 1)C(θ)2(A(θ)−B(θ)C(θ))k−τ−2B(θ)y(τ))


(16)
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The next lemma provides a procedure to compute the
multi-step-ahead prediction after the parameters have been
estimated.

Lemma 2: Given the model structure (5) and the quantities
x(0, θ), A(θ), B(θ), C(θ) and {y(l)}k0 , then the one-step-
ahead prediction is computed as:

x(k + 1|k, θ) = (A(θ)−B(θ)C(θ))k+1x(0, θ) +

+
k∑
τ=0

(A(θ)−B(θ)C(θ))k−τB(θ)y(τ)

ŷ(k + 1|k, θ) = C(θ)x(k + 1|k, θ) (17)

and based on one-step-ahead prediction, the multi-step-ahead
prediction where Np > 1 can be computed as:

x(k +Np|k, θ) = A(θ)kx(k + 1|k, θ)
ŷ(k +Np|k, θ) = C(θ)x(k +Np|k, θ) (18)

Proof: Follow Lemma 8.2 on page 260 in [17] and set
input u(k) equal to 0.

The details in the block ’Model Parameter Estimation’ in
Fig. 1 including PEM algorithm discussed above is summa-
rized in the following table:

TABLE I: Model Parameter Estimation
Given N past measurements which are denoted
by {y(k)}N−1k=0 and initial parameter estimate θ0;
1© Initial Estimation:
Compute {ŷ(k|k − 1, θ0)}N−1k=0 where ŷ(k|k − 1, θ0)

can be calculated by (9);
Then, compute the cost functional JN (θ0):
If JN (θ0) < β, where β is a small
positive constant, output θ = θ0;
Else, goes to 2©.
2© Recursive Estimation:
Compute ΨN (θi), EN (θi),
then compute HN (θi) = 2

NΨT
N (θi)ΨN (θi);

Compute J ′N (θi) by (11);
Update θi by (13);
Then, compute the cost functional JN (θi):
If JN (θi) < β, output θ = θi;
Else, i = i+ 1, then repeat 2©.

III. ELASTIC QUEUE MANAGEMENT

Having described the mathematical foundation of LIPS,
in this section, we describe the elastic queue management
by modifying how the operating system handles incoming
packets. We choose the LiteOS operating system [2], an in-
house experimental operating system for our purpose. Given
that the LiteOS system has not integrated any support for
queueing, we modified its communication stack to integrate
it with dynamic memory management to implement queueing
through a doubly linked list data structure.

������� ��� 	
�����
� �������������������� ��������� ��� ������������ � !"#$!% &�!'� !"#$!% &�!'()*+,- ./-01234 56671,8/9:;�<='�$<�*+,- ./-01234 >�'�$?�;�<='�$<�>�'�$?� @ABCDEFGHIHJAKHKLFMFECL� !"#$!% &�!'������ � !"#$!% &�!') *,+-+0+N:OKMPKD@LMAQRKD*+,- ./-01234 SCLFDCA CT UCVKD MLP SGMLLKA WKEBGXCDYMXAKZC[MAGC\FJM[]KF*/0^8-_8082`8, */0^8- a8398,_/92+0+3-,+NSbS SGK[]KD cK\FELMFECLcKHdeELBSGMLLKA JCAAELB_8082`8 a839*+f8,0+3-,+Ng1/338N0+3-,+N g1/338N6+NN234_8082`8 OKMPKDhdEAPKDWKFVCD] JM[]KFi( �������� a839����� �
�
Figure 2. Communication Stack Architecture

address as well as the port number for the destination node
into the packet header. The packet is then delivered to the
MAC component and broadcasted over the radio. When
the packet is received by a neighbor, its CRC field is first
checked for integrity. If this packet is intended for the current
node, its port number is matched against each process that is
listening to incoming packets. The thread that has a match in
port number is considered the right thread for the incoming
packet. The contents of the packet are then copied into the
internal buffer of the thread, which is in turn waken up
to handle the incoming packet. For example, this listening
thread could be the routing protocol that will continue to
forward the packet along the path.

The subscription-based communication infrastructure has
the following advantages. First, it achieves complete iso-
lation between the protocol implementation and the appli-
cations. As the runtime controller for LiteView is imple-
mented as a thread, this design allows multiple protocols
to work with the same set of LiteView commands. Second,
this design significantly reduces system complexities, as it
allows us to implement a clearly layered architecture for
the system, where the only shared data between layers are
packets themselves. Therefore, a developer does not need
to worry about the implementation details of the underlying
communication protocols.

2) Neighborhood Management: LiteView provides visi-
bility on the up-to-date information of the neighborhood of
a particular node, including the number of neighbors, the
links connecting the current node with its neighbors, and
operations related to blacklists. The mechanisms for imple-
menting these commands are simple: to obtain the neighbor
information, the runtime controller directly accesses the
memory contents holding neighbor tables in the kernel. For
operations related to blacklists, the kernel associates a field
to each neighbor entry that specifies whether or not the
current neighbor is considered enabled. By modifying the
state of this field, LiteView allows users to temporarily add
or remove neighbors into or from a blacklist.

From the perspective of users, the neighborhood man-
agement proceeds as follows. The user first enters the
neighborhood management mode by invoking the neigh-
borsetup command. The user may then choose from several
commands for neighbor table management. For example,
the list command allows users to view the contents of the
neighbor table. The blacklist command allows users to add
or remove nodes to or from blacklists (by using different
parameters). The update command allows users to configure
neighborhood settings, such as the frequency of neighbor
beacon exchanges. By default, all commands have a response
delay of 500 milliseconds.

3) Collection of Path Quality Metrics: A central problem
of the LiteView architecture is how to collect path quality
metrics, as measured by LQI and RSSI values. Note that
such metrics can only be obtained at the receiver side
after the packet has been successfully received and de-
coded. To collect path quality metrics without modifying
data payloads, we implement a standardized mechanism in
routing protocols called link quality padding, which can
be enabled or disabled according to application needs. The
padding works as follows. Normally, in the routing layer,
we keep a default payload of 64 bytes, serving as the upper
limit on the length of data payloads. If the actual length
of data payloads is shorter, say, 32 bytes, only the actual
data payload is transmitted over the air. When link quality
padding is enabled, the routing layer utilizes the extra bytes
that are normally not transmitted over the air for storing
link quality metrics, including LQI and RSSI values. For
example, the routing layer will pad two metrics, LQI and
RSSI, to the end of the data payloads at each hop. Note that
the packet will be longer and longer when it is delivered
along the path. Therefore, one tradeoff of this design is
that as the maximum space for padding is limited, so is the
maximum number of hops packets can travel with padding
enabled. When this service is used for implementing the
multi-hop ping command, as the probe packet has a payload
of 16 bytes, as each hop takes two bytes in padding, a packet
could at most travel 24 hops before the padding runs out of
space. This is sufficient for most applications. The traceroute
command, on the other hand, does not require padding as it
will send back link quality information of each hop along
the path. Therefore, it is more scalable compared to the ping
command.

4) Passing Parameters: One key mechanism for flexible
management commands is the support for runtime param-
eters. For example, for the ping command, we typically
supply the destination address as its parameter. As the
LiteOS operating system does not provide a mechanism for
passing parameters to processes by default, we implement a
new system call for passing parameters. More specifically,
we keep the parameters, such as the identifiers of destination
nodes, in a buffer kept by the runtime controller. The address
of the buffer is accessible by a system call function provided

Fig. 2: The Architecture of Communication Stack

Figure 2 shows the communication stack that serves as the
foundation for our queue management model. In this figure,
both the receiving (on the left) and the sending (on the right)
operations are illustrated. When the sender intends to deliver
packets, it puts the destination address as well as the port num-
ber for the destination node into the packet header. The packet
is then delivered to the MAC component and broadcasted over
the radio. When the packet is received by a neighbor, its CRC
field is first checked for integrity. If this packet is intended
for the current node, its port number is matched against each
process that is listening to incoming packets. The thread that
has a match in port number is considered the right thread
for the incoming packet. The contents of the packet are then
copied into the internal buffer that is provided by the thread,
which is in turn waken up to handle the incoming packet.
Note that this communication stack is similar to the port-based
socket model in Unix, and the listening thread implement
a multi-hop spanning-tree based routing protocol (e.g., the
surge example that originally distributed by TinyOS 1.x, and
reimplemented in the LiteOS environment) that will continue
to forward the packets along the path.

Now we describe how we introduce the queueing model
into this socket-like communication stack. Its implementation
is closely integrated with the dynamic memory management
module of the LiteOS operating system. Specifically, we
exploit the free space between the end of the global variables,
or the .bss section, and the end of the growing stack, to
implement a heap for memory allocation functions such as
malloc. Whenever an incoming packet arrives, we allocate a
chunk of memory whose size is the same as the size of a
packet from the heap, and copy the contents of the packet to
this chunk of memory. We assume that for each packet, it has
been assigned a priority by the application layer. For example,
a packet that contains aggregated results should have a higher
priority compared to a packet that contains the initial raw
data, since the former contains more condensed information.
As another example, a packet that has an urgent deadline will
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Link Prediction APIs
setParameters Set the link condition prediction parameters
getPRRPrediction Get the link condition prediction for the next PRR reading
getRSSIPrediction Get the link condition predcition for the next RSSI reading

Queue Congestion APIs
getQueueLength Get the current length of the queue
getQueueMax Get the maximum length of the queue

Data Aggregation APIs
getPacketFromQueue Return a pointer to a packet in the queue
getFreePacketChunk Return a pointer to a free slot for a new packet
releasePacketFromQueue Release the packet as pointed by a pointer

TABLE II: User Level APIs for Queue Management

Static data (bss section) 

Heap 

(dynamically allocated) 

Stack 

(dynamically allocated) 

  Packet 

  Packet 

  Packet 

  Packet 

Priority 
decreases 

Head (to be 
sent next) 

Memory  Allocation Map 

Packet Queue 

Packet Receiver Packet Sender 

APIs 

User Apps 

Fig. 3: The Design of the Queueing Component

have the highest priority to ensure that it gets transmitted first.
Based on this priority, we order all packets in the doubly linked
list into a queue, where highest priority packets are always
stored at the head of the queue. The design of the queue is
shown in Figure 3.

Observe that there are several advantages of the queue
management model being implemented as a doubly linked
list instead of an array. First, it allows in-place aggregation
of packets. When two packets are to be aggregated, we can
allocate a free memory chunk to store the aggregation result,
and release the earlier two packets. Then, the linked list
is modified to insert the newly created packet in the right
position. This way, we do not need to perform many copy
operations to maintain the consistency of the doubly linked list.
Second, by counting the total length of the queue, we can have
an accurate estimate on the current congestion level. When
the length of the queue grows beyond a certain threshold,
the application layer can either decrease the rate of data
generation, or perform aggressive data aggregation.

IV. APPLICATION ADAPTATION

In this section, we describe application layer adaptation. In
particular, our design is based on the following premise: to
achieve the best performance, the application layer behavior
should be aware of the networking layer conditions in the
collection protocol of wireless sensor networks, and adjusts its

Thread AdaptiveSampling: 

while (application is running) 

{   

   get predicted channel condition; 

   get current queue length;  

   get new sample reading;  

   if (channel condition gets worse) 

        sampling interval increases; 

   else if (channel condition gets better) 

        sampling interval decreases; 

   if (queue length is more than a threshold) 

       perform more aggressive packet aggregation;  

   wait for sampling period;    

} 

 

Thread DataTransmission: 

while (there is packet in the queue) 

{ 

   send the highest priority packet to the next node;  

} 

 

 

Fig. 4: The Design of the Adaptive Surge Case Study

behavior accordingly. To achieve this goal, we develop a suite
of APIs as services that include not only the link prediction,
but also the queue management, to the user. In this section, we
first describe the API, followed by an case study to show how
this API works in practice to regulate application behavior.

A. Summary of API

The APIs allow users to carry out a list of tasks such as
getting the updated prediction of the link quality, reading the
current size of the queue, among others. Table II shows a
list of APIs for the management of link quality and queue as
implemented on the LiteOS operating system in the form of
a series of C functions.

The list of APIs are organized into three groups: link
prediction, queue congestion detection, and data aggregation.
The first group of APIs allow the user to set the prediction
algorithm parameters, and read the next PRR or RSSI reading
prediction. Note that the interval between current time and the
next prediction is adjustable, depending on the user’s needs.
The second group of APIs allows the user to set the queue
congestion level, where a maximum value is assumed to be
the largest available queue size. The third group of APIs allows
the user to manipulate packets in the queue, such as reading
them, aggregating them, and releasing them, as needed.
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B. Application Case Study

In this section, we design a modified version of the Surge
example for multi-hop transmission of packets, by taking into
account the current link layer realities. The skeleton of this
application is shown in Figure 4.

As shown in this figure, we have two threads: the application
thread that performs adaptive sampling of the sensors, and the
packet processing thread that continuously transmits the radio
packets over to the next hop via the spanning tree. In the first
thread, after each sample, the application checks if the radio
condition is getting worse, or if the queue length is getting
longer. If either of these happens, the application adjusts its
own behavior by performing aggressive packet aggregation,
or modifying its own sampling periods. For our example,
the application that transmits raw packets adopts aggregation
functions including MAX, MIN, AVERAGE, and SUM to
profile the sensor readings and condense multiple packets into
fewer, yet denser, representations. In the evaluation section, we
shall show that this adaptive design allows the queue length
to stay roughly constant with changing link quality.

V. EVALUATION

In this section, we present the evaluation results of LIPS. We
have implemented the state space algorithm both in Matlab and
in C code, running on MicaZ nodes. We further implement the
queue management and application adaptation by modifying
the LiteOS operating system and the original surge application.

A. Evaluation of the State Space Algorithm

To demonstrate that the state space algorithm can predict the
link quality with high accuracy, we carry out experiments as
following. We place two nodes, one sender and one receiver,
in this experiment. The sender repeatedly send out packets
with sequence numbers. The receiver receives the data, and
logs RSSI and sequence numbers (used to calculate PRR).
We compare the measured metrics with the prediction results.
The results are shown in Figure 5, for high frequency com-
munication (once per 100ms), and Figure 6, for low frequency
communication (once per 500ms). Both the prediction curve
and the error ratios are shown in these figures. We observe
that the predicted results match the measurements very well.
Indeed, the error ratio is mostly within a bound of 5%.
These results demonstrate the effectiveness and accuracy of
our proposed state space algorithm.

B. Adaptive Behavior of Surge Application

We now describe the adaptive behavior of the surge appli-
cation by modifying the original version with the invocations
to the APIs for queue management, aggressive aggregation.
To demonstrate this, we implemented an instrumented version
of Surge, and the sender sends data via three hops to the
receiver. After a while, we deliberately change the link quality
by making two intermediate nodes farther and farther away
from each other. Therefore, the link quality decreases. When
this happens, the adaptive version of Surge is able to reduce
the sampling rate and perform aggressive aggregation, while

the original version of Surge could not. In fact, the original
version of Surge quickly grows the internal packet queue from
1 to the maximum size within a short period of time, and starts
to lose packets. In contrast, the adaptive version of Surge is
able to maintain an average queue length of 2-3, demonstrating
that it can effectively adjust its performance in the presence
of poor link quality.

VI. RELATED WORK

In this section, we first describe another example of the
application of the state space model. This example relates
to wireless communication channels. [4] used state space to
model the multipath fading channels published in [15]. In
this paper, the authors show that the time varying impulse re-
sponses, which capture variations in propagation environment
in wireless communication networks, can be approximated in
a mean square sense as close as desired by impulse responses
that can be realized by the state space model. In [11] [12],
novel stochastic state space models driven by Brownian mo-
tion (BM) are proposed to represent wireless communication
channels. These models are time-varying and capture the
spatiotemporal variations of the propagation environment.

Other related works can be found in [13]∼ [16], where
the great flexibility and utility offered by state space model
generate an extensive applications to a number of different
areas. The Bureau of Labor Statistics (BLS) in the U.S.A
uses state space models for the production of all the monthly
employment and unemployment estimates for the 50 states
and the District of Columbia, where the state space models
are fitted independently between states and build a model for
the true population values with a model for the sampling errors
[13]. The authors in [19] use state space approach to model,
estimate and predict the short term power consumption which
can provide an insight of the future power demand and thus
make decisions on the power generation, e.g., whether activat-
ing reserve power generators or decrease the generator output.
[14] generalized the linear time-discrete state space model
from the single dimensional time to two dimensional space
and then used it as the model for linear image processing.
Moreover, [16] developed a non-Gaussian state space model
for censored data. These applications guarantee its successful
in predicting RSSI and PRR readings.

VII. CONCLUSION

In this paper, we have presented the design, implementa-
tion, and evaluation of an integrated system architecture for
providing link layer quality estimation as a service to upper
layer applications. The contributions of this work is three-fold.
First, we present a novel, state-space driven prediction method
for link quality. Our evaluation results show that this method
can predict future link quality with high accuracy. Second, we
present a queue management model that integrates dynamic
memory with a doubly linked list for implementing packet
queues. Finally, we present an application case study where
we modified the well-known surge example with consideration
for realities on link quality. We believe that our work is the
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Fig. 5: Evaluations of Prediction for High-Frequency Transmission
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Fig. 6: Evaluations of Prediction for Low-Frequency Transmission

first integrated framework of its kind, and the experiences we
learnt can be beneficial for future designs of sensor network
applications.
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